SAAB CBRN SOLUTIONS

The CBRNe threatis real.

Are you prepared?




Saab CBRN

Protectand

Early warnings to units and personnel in the field
are a key factor in limiting the effects of CBRN
threats. With Saab's coherent and integrated CBRN
defence communication and information system
(CBRN CIS), CBRN specialists and decision-makers
will have efficient tools to detect and identify a wide
range of threats and receive the support needed
for providing fast and accurate early warning.

We offer Challenge conventions

Our CBRN solutions include systems for Today, bothmilitary and civil forces
Automatic Warningand Report (AWR), rely on Saab’'s CBRN solutions for
customizable sampling equipmentand protection of people and for securing
certified transport packagingaswellasa operational capabilities. By challenging
wide range of services and solutions for the conventionaland by putting new ideas
CBRN training, individual protectionand tothe testwe supportour customersin
support, to mention some examples. protectingand securing their operational
capabilities.
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When the unthinkable
happens, the AWR puts

you

The Saab CBRN automatic warning and reporting
system is unique in that it integrates Detection,

Identification, Monitoring, Warning and Reporting
and provides a consolidated threat picture to the

operational forces.

It negates the need for specialist CBRN personnel
to be employed widely throughout the operational
forces, reducing training and personnel

management costs.

The system canuse virtually any type

of sensor—meteorological, chemical,
biological, radiological, positioning
orvideo,to mentionafew—fromany
manufacturer.Itisbased onamodular
and openarchitecture thatallows users
to change sensor configuration over
timeinresponseto changing threats. All
units, from fixed and mobile to the soldier
system, are fully integrated.

The AWR systemisrobust, weather-
protected, EMC/HPM-protected and
designed foruseinharsh environments.

[tcanbeinstalledin headquarters, camps
andvehiclesaswellas onhand-held
computers.

Itisbased on Saab'srecognised Safir
BMS, whichis designed to meet military
com munications and management
requirements. The AWR systemalso
supportsinternational standards suchas
ADatP-3, ATP45 and JC3IEDM to make
itpossible to exchange warnings and
reports with other forces.

AWR MONITORING - KEY BENEFITS

The National Control Centre monitors, Basic Capabilities:

presents and controls the CBRN sensor * 24/7 monitoring of CBRN events
network * Sensor supervision connected to
The centre is expandable with fixed, de- ERG and Medical handbook
ployable and mobile sensor systems Sensor history

Role based information sharing CBRN reporting

Capabilities can be added and customized Warning areas and Warning system
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Information
system H/W PAD

Personnel Area Detection

A dismounted CBRN AWR unit using Saab’s S
System — a rugged display and computer that
provides individuals with PC-compatible inte
and the ability to interconnect with any field r:
Enhances early detection of threats.

Communication @)

MAD

Mounted Area Detection

Consists of a network of sensors that can be
mounted on any vehicle or vessel. Meets very
technical requirements regarding environmen
EMC/HPM protection.

Enablers ( )

Information
security

RAD
Recce Area Detection

A complete CBRN reconnaissance vehicle ¢
specialists with advanced detection, identif
and sampling equipment. The vehicle is equ
with protective suits, masks and detection i
ments for its crew.

CBRN
training

Integrated
Logistics

Support
(ILS)



DAD
Deployed Area Detection

A stand-alone solution that works autonomously

and automatically reports any events through
TCP/IP.

CAD

Command Area Detection PR
Mission Control solution that supports international Y f@\@
standards and is able to exchange warnings and

reports with other coalition forces. It also includes = =

applications for planning, decision support, moni-
toring, tracking, control, configuration, test, geo-
o) O graphical fences and calculation of warning areas.

strict

tand SAD
Stationary Area Detection

Permanent surveillance of strategic sites, buildings
etc. Designed for long-term installation and can
accurately detect C, B and RN events.

arrying
cation
ipped
1stru-




An underground metro station during the busy morning
rush hour.

A terrorist, secretly carrying a canister, approaches and
enters.

Once on the platform, the terrorist covertly dumps a
chemical canister, before boarding a train and escaping the
station. The canister starts to spread a nerve agent.

The stations integrated sensors detect the threat right
away and display what kind of substance the agent is. They
transmit a signal to the Stationary Area Detection (SAD)
system.

An alarm is activated in the offsite control centre.

The control centre recieves signals from SAD systems in
stations throughout the area.

Here operators can contact the emergency services and
coordinate a rescue and decontamination response

Police come to the train station and enter, with hand-held
sensors and gas mask on. Police seal off station

In the control centre, the operator recieves on-screen informa-
tion and step-by-step guidance. Alerts are automatically trans-
mitted to police, transport operators and fire department.

People in the station are starting to be affected by the nerve
agent.

Rescue service arrive on the scene, and make sure the station is
contained.



People in the station are ordered to leave the platform
immediately. The transport operator stops inbound and
outbound trains to stop airflow and reduce the spread of
the threat. This also stops the flow of people.

The operator in the control centre monitors the situation using
a network of cameras. The station operator closes ventilation

to stop the spread of infection. All those possibly affected are
isolated and treated.

The rescue agencies send in available teams, wearing
protective suits. Right away the teams start to help injured
people and transport them from the platform.

The Personal Area Detection (PAD) system is used and is
connected to the control centre.

The HAZMAT team arrives to the scene and enters the
station to take samples for identification.

The team brings sampling equipment and chemical sensors
to provide provisional identification of the substance.

The fire and rescue department sends fast response
personell down to the platform. The rescue workers spray
decontamination agents on the source to stop the spread.

They then place modular, deployable sensors around the
station to reinforce the chemical network, monitor levels and
ensure a final “all clear” status.

The HAZMAT team exits the station, having collected samples
of the material. These samples are documented and packed
into CBRN transport packaging, before being sealed and sent
away to a laboratory for testing and analysis.

The HAZMAT team then undergo decontamination.

Following the all-clear, people can be allowed to re-enter
the station and return to normal.
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Military scenario

(Gas attack

In this scenario, we follow Saab's advanced solution for threat detection,
reporting and containment, which means soldiers in theatre can detect and
contain a potential enemy CBRN risk before it can disrupt their supply route.

A truck driving along a logistics route enters a contaminated
area. It detects VX nerve gas using its onboard CBRN Auto-
matic Warning and Reporting system.

@

An automatic alert is sent out and a preliminary risk area
established.

Automatic alerts are instantly presented for all system installa-
tions in the sensor network before entering the risk area.

Warnings and reports are exchanged with other coalition
forces by way of the Command Area Detection (CAD)

The driver turns on the CBRN overpressuring system, sealing
the vehicle and protecting occupants from the threat.

Units in the risk area put on protective equipment and start the
filter stations in their vehicles, as well as updating their dress
code in order to protect themselves from a potential attack.

CBRN experts from the theatre level connect and verify func-
tions and readings from MAD through the network.

Information from other sensors in the Automatic Warning
and Reporting system indicates no detection.
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RAD vehicles are sent out to confirm detection, survey the
area, take samples with the Remote General Sampler and
find alternate supply roads

Areduced risk area is calculated after the survey by the CBRN
experts at HQ, supported by the sensor readings from other
chemical sensors in the area as well as weather data.

Deployed Area Detection (DAD) sensors are placed out to
verify and monitor the new risk area.

The vehicle and all equipment are decontaminated before
entering the base.

The CBRN sample is removed from the RGS and put into the
transport packaging, which is sealed and sent to the theatre
level for validation.

Dress code is lowered - there is no longer any need for
respiratory protection.

A new supply road is ordered.

The area is monitored.

11
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Customized

Saab's sampling equipment and transportation
packaging is designed to suit the needs of any
operational force that requires the ability to

conduct safe and efficient field sample collection
during a CBRN event, whether it is a man-made or

an accidental event.

CBRN Sampling Kit

The CBRN Sampling Kitis a man-portable case
witha selectedrange of sampling equipment.

It provides firstresponders, military or other
operational forces with allthe tools they need

to conduct efficient, properand secure field
collection ofalltypes of chemical, biologicaland
radiological agents, including toxins and other
toxicindustrial materials.

The CBRN Sampling Kitcomprises the
equipmentand procedures needed for proper
collection of awide range of sample materials,
including, liquids, soil, powder, objects, and
vegetation. Itisalso designed to workwith Saab’s
CBRN transport packaging solutionfor hazardous
materials.

Advanced CBRN Sampling Equipment

The Advanced CBRN Sampling Equipmentis a
dynamic and customizable collection of field
sampling equipment that canbe combinedand
packedto suit precise customer needs and
requirements.

The collectionincludes everything needed for
sampling of alltypes of chemical, biologicaland
nuclearwarfare agents, toxins andindustrial
chemicals aswellasradiological substances.

It contains more than 300 differentarticles for
forensic sampling of CBRN agents from air, water,
liquids, soil, powder, objects and vegetationand
includes 11 different sampling kits, onerecord
kit, one accessory kit, three mission boxes and
acoolingboxforsamples. Allequipment follows
NATO Standard AEP 10 and AEP 49.
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Basic sample Sampling
transportation backpack
equipment (Main equipment)
Sampling
concept
Add-on Add-on
equipment equipment
1st replenishment 2nd replenishment

Object/
ground/
vegetation

Bio medical

Fluid/
surfaces

Air
biologicals

Air
radiologicals
Air
chemicals

Advanced
sampling

equipment

Sampling
vessels

Protective
EN
warning

Trans-
portation
equipment

Accessories

Documen-
tation

Packaging

Key benefits

User-friendly

Just bring the needed equipment

Add-on modules for a higher level of complexity
Handbook with step-by-step guide

Based on Nato standard AEP-66



Transportation

Saab's sampling equipment and transportation
packaging is designed to suit the needs of any
operational force that requires the ability to
conduct safe and efficient field sample collection
during a CBRN event, whether it is a man-made or
an accidental event.

CBRN TransportPackaging

The transport packaging solution provides safe
transportation of hazardous CBRN samples and toxic
industrial chemicals. Easy to handle evenin full protection
clothingand approvedfor air,land, seaandrail transports.
The package consistsa case and atransportation
container.

The plywood case has aluminium-reinforced edges,

is furnished with shock absorbing materialand has
adocumentation compartmentfor signs, seals,
transportation documents, test documents, manual and
spare partslist. The transportation container is made of
stainless steel with two shock-absorbinginserts housing 1
litre or 250 mlassaying vessel.

Approvals

Saab CBRN Transportation Packagingis approved for
transportation by SP Technical Research Institute of
Swedenaccording to ADR, RID, IMDG, ICAO, IATAand UN
regulations. Transport Packagingand Advanced Sampling
Equipmentis available with NATO stock numbers.

Key benefits

* Certified for transport of explosives. CBRNe

* Certified for all types of transportaion including road,
railway, boat and airplane.

Certified according to the transport regulations of ADR,
RID, IMDG-code and ICAO-TI/IATA

High quality and professional design of the packaging makes
sure that the transportation and the storage of hazardous
materials is safe and without any possibility for leakage to
the environment.

Dimensioned and approved for maximum one bottle with
1 litre of liquid. It is also possible to transport air-samples,
powder, objects, soil-samples, medical samples and more.

» Easy to handle with protective clothing
Low weight

Possible to procure in several colours
Labelling and transport documents
Service and support

Saab CBRN
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CBRN

Saab's CBRNe recce kits are modular and adapted
to be mounted on any military or civilian 4x4 or 6x6
vehicles, enabling users to monitor the outside from

their work station.
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Main task

Capability

CBRN reconnaissance
CBRN monitoring
Ground survey

Confirmed identification

CBRN-sampling
CBRN-Marking

Provisional identification of C/TIC
Confirmed identification of C/TIC, RN and B
Detection of R and B

Stand-off detection

Air-sampling

Weather data

Ground temperature measurement
Ground detection

Ground Sampling

Saab CBRN

X X
X X

X X X X X X

X X
X

X X X X X
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CBRN

Realistic live exercises with emission of real CBRN
substances and agents are often costly, complex
and environmentally hazardous to conduct.

Theneedtotrainwithreal substances andagents can
never be entirely eliminated. However by using realistic
simulations of dispersions togetherwith source strengths,
spilllocations, geographical environment, weather
conditions and positions of simulated sensors, live sensors,
vehicles, personnel etc., this canbe greatly reduced.

Togetherwiththe Swedish Defense Research Agency (FOI)
Saabhas developed asimulation based onrealistic CBRN-
dispersion data generated by the FOI Dispersion Engine.

The simulation can supportdifferent trainingneeds such
as the AWR simulation systemwhich has the capability to
simulate the dispersion of achemicalagentandthen provide

relevant CBRN-sensorinformationin a Battle Management
Systemforwarningandreporting. The simulation also allows
forthe distribution of biologicaland radiological dispersions
inthe airaswellas ground surfacing of CBRN agents.

Integrated real-time data collection

To enhance the value of the training course an easy-to-use
systemisintegratedinthe simulation platform. It allows
forreal-time organized collection of large amounts of
information from different sources —technical systems
aswellas personnel—-to support After Action Reviews,
evaluationsandanalysis.

Manpack

Live training simulation
for different
environments

Serious
gaming

WISE training
platform

AWR/Battle
management
systems

Virtual and constructive
training simulation with

Constructive
simulators

built-in connectivity Virtual

simulators

Dispersion
engine

Generating realistic
CBRN-dispersion.
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CBRN

e Backtracking from detection by a sensor to an

Saab CBRN C4i system

Monitoring system

The monitor and early monitoring part of the AWR
solution is based on the data collection and surveil-
lance solution DAIS.

Dispersion

decision support, training and planning.

Object database

Create objects on the map, linked to reports regarding
hazardous substances, for planning and preparation.

Warning areas

assigned a risk area based on the event.

Warning system

Alarms from CBRN sensors shown on the map, in the sen-
sor listand an alarm list at the bottom of the user interface.
Color coded according to level.

Response guide

Management tool connecting sensor alarms to deci-
sion support tools.

Generic C4l platform 9Land BMS (Battlefield Mgmt. Sys.).
Typical installation: one control center & several tactical
platforms (vehicles, vessels, ships or soldiers). Anything
mobile can be used as a tactical platform and be equipped
with a computer, sensors and communication equipment.

Sensor supervision

Presenting sensor data on the Map and in the sensor list
view, condition groups for each sensor could be adminis-
trated as well as remote control of applicable sensors.

Sensor history

dynamic graph with historical trends and graphs for
each sensor.

Case management system

Automatically logs alarms and administrational events
from the system and the user.

CBRN units to perform simulated training with simulat-
ed agent for CRN. Agents will act and behave as real
agents. Also the weather will be simulated and could be
adapted to the actual training scenario..

For prediction and visualizing of dispersion on map, —

CBRN event detected by a sensor is immediately _—

Retrieved data is stored in a database, presented ina |

estimated source location

Software package with calculation of dispersion &
tools supporting release of Hazardous substances

Documentation SW supporting CBRN Recon &
Sampling missions, reports stored in Object DB

Automatic risk area according to ATP 45, or
calculated according to ATP 45 detailed
procedure, presented on the map.

Users will get alarms to individual phones

External web page to share sensor information
and alarm to external users

Users will get alarms by e-mail

Operators will be alerted by sound or a colored visual
alarm on locationsstances

Effect module SW connected to DE to evaluate
Hazardous effect on people, wounded, casualties.

Supporting emergency response actions con-
nected to the substance detected by the sensor.

The medical characteristics, hazards and symptoms
is shown for the by the sensor detected substance.

9Land BMS has a system wide perspective, from the
dismounted user through vehicle mounted systems
to higher command. A proven concept strengthen-
ing chain of command, adding situation awareness
and increasing value with supporting technologies.

A highly reliable data collecting and data storage
platform successfully used in many applications.
Continuously developed since 1997 with a modular
approach where new functions can be added easily.

Emulated Handheld Sensors - emulated operational
sensors run on standard Android mobile devices.

Computer based sim. system integrated with
operational BMS & monitoring system, consisting of
the Swedish Defence Research Agency Dispersion
Engine &a simulation platform with integration ser-
vices and target systems as AWR/BMS and DAIS.
Including After action review (AAR) evaluation
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Total CBRN

From pilot studies to phase-outs

In the CBRN field, Saab can provide a wide range
of advanced technical services. We perform
traditional tasks such as maintenance engineering,
production of documentation, follow-ups and
technical support services in connection with
procurements, operation and phase-out of CBRN
equipment.

Saab also undertakes product development

and production and we offer tailor-made system
solutions including system integration and handling
systems.

SOME EXAMPLES OF OUR SERVICES:

Pilot studies e Environmental impact studies
Project management * Modifications

Requirement specification » System delivery and maintenance
Documentation * Product delivery and manufacturing
System integration

System safety analysis

Quality testing

Technical documentation

General technical support

Sensor integration

System delivery and maintenance

Mantenance analysis
Training
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You can rely on Saab's
thinking edge to deliver
innovative, effective products

and solutions that enhance
your capabilities and deliver
smarter outcomes.

Visit us for more info
and product details

saab.com/cbrn
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